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Equifax Limited (“Equifax”, “we”, “our” and “us”) is committed to protecting the privacy of
the users visiting the Equifax.co.uk website (the ‘Website’).

This website, cookies and consumer services privacy policy (“Privacy Policy”) describes
how and why Equifax uses personal data about:

users of the Website;

those who communicate with us; and

individuals who enquire about or receive consumer services from us (“Consumer
Services”) either via the Website or through some other means (“you”)

You should read this Privacy Policy to understand what we are doing with your personal
data, the basis on which we undertake such use, who we share your data with and your
rights in relation to your personal data.

“Personal data” is any information that relates to an identifiable natural person. Your
name, address and contact details are all examples, if they identify you. The term “process”
means any activity relating to personal data, including (for example) its collection, storage,
transfer or other use.

We are a so-called “Controller’ of your personal data. This means that we make decisions
about how and why we process your personal data and because of this, we are responsible
for making sure that it is used in accordance with data protection laws.

We may also make available other privacy policies or information notices in relation to
specific products or business functions. These will apply in conjunction with this Privacy
Policy so please ensure that you review each document, as applicable.

For example, details of how we process personal data as part of our core credit referencing
activities and other products and services, can be found in both the ‘Credit Reference
Agency Information Notice’ (CRAIN) and the ‘Equifax Information Notice’ (EIN). Copies of
which can be found here:

e CRAIN - www.equifax.co.uk/crain
e EIN - www.equifax.co.uk/ein

CONTENT OF THIS PRIVACY POLICY:


https://www.equifax.co.uk/
http://www.equifax.co.uk/crain
http://www.equifax.co.uk/ein

How can you contact us?

What types of personal data do we process and where do we get it?
What do we do with your personal data and why?

Who do we share your personal data with and why?
Where in the world is your personal data processed?
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How do we safeguard your personal data?

How long do we keep your personal data?
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1. HOW CAN YOU CONTACT US?

We can be contacted by any of the following methods:
Post: Equifax Ltd, Customer Service Centre, PO Box 10036, Leicester, LE3 4FS.

Web Address:
https://www.equifax.co.uk/Contact-us/Contact_Us_Personal_Solutions.html

Secure email via: www.equifax.co.uk/ask
Phone: 0333 321 4043 or 0800 014 2955

Additionally, Equifax Ltd has a dedicated Data Protection Officer who can be contacted as
follows:

Post:Equifax Ltd, Data Protection Officer, PO Box 10036, Leicester, LE3 4FS.

Email: UKDPO@equifax.com

2. WHAT TYPES OF PERSONAL DATA DO WE PROCESS AND WHERE DO WE GET IT?

Depending on your use of the Website, use of consumer services and any contact with us
(whether through the Website or otherwise), we will collect and/or receive the following
types of information:

Category Type of personal data Where collected from
Contact You directly (e.g. where
Information e Name prompted to provide such

e Postal address information or when you

e Phone number contact us, including through



https://www.equifax.co.uk/About-us/Privacy_policy.html#question1
https://www.equifax.co.uk/About-us/Privacy_policy.html#question2
https://www.equifax.co.uk/About-us/Privacy_policy.html#question3
https://www.equifax.co.uk/About-us/Privacy_policy.html#question4
https://www.equifax.co.uk/About-us/Privacy_policy.html#question5
https://www.equifax.co.uk/About-us/Privacy_policy.html#question6
https://www.equifax.co.uk/About-us/Privacy_policy.html#question7
https://www.equifax.co.uk/About-us/Privacy_policy.html#question8
https://www.equifax.co.uk/About-us/Privacy_policy.html#question9
https://www.equifax.co.uk/About-us/Privacy_policy.html#question10
https://www.equifax.co.uk/About-us/Privacy_policy.html#question11
https://www.equifax.co.uk/Contact-us/Contact_Us_Personal_Solutions.html
http://www.equifax.co.uk/ask

Email address
Contact preferences

the Website)

Website The device you use to access
Information e Internet protocol (IP) address the Website
e Browser type
e Date and time of Website access
e Your browser and information about your
usage activities collected via cookies and
other online identifiers (please see the
‘Cookies’ section below for more
information)
Consumer You directly (e.g. where
Services e Credit reference information used to prompted to provide such
Information generate your credit report and score information when signing up

(please see the “Equifax Information
Notice” at www.equifax.co.uk/ein for
more specific details of the information
processed, how it is collected and on what
lawful basis.

User ID and passwords

Bank account information for payment
and subscription purposes (including
payment card details)
Communications we may have sent or
received from you in relation to your
consumer services product(s)

In relation to the Equifax WebDetect
product:

o your credit card numbers (we only
store and process this in an
encrypted state and never in its full
16 digit numerical format);

o your bank account number and sort
code (the full account number and
sort code is encrypted)

o alerts highlighting potential instances
of fraud or data theft.

In relation to the Equifax Social Scan
product:

o information you permit us to review
on your social media profiles

to receive consumer
services) From third party
sources, in relation to the
WebDetect and Social Scan
products (e.g. where we
have identified potentially
stolen data relating to you or
at risk information included
on your social media profile).

Special Category

Details of any disability or vulnerability,

You directly or a third party



http://www.equifax.co.uk/ein

Information necessary for us to amend the way in acting on your behalf
which we provide our services or
communicate with you

3. WHAT DO WE DO WITH YOUR PERSONAL DATA AND WHY?

We process your personal data for particular purposes in connection with:

your use of our Website;

any consumer services product(s) you have enquired about or receive from us;
your communications with us;

any other engagements you may have with us; and

the management and administration of our business.

We are required by law to always have a ‘lawful basis' (meaning a reason or justification) for
processing your personal data. There are a number of lawful basis set out in data
protection law but we consider the following to be most relevant to our processing of your
personal data:

e The processing is necessary in order for us to enter into or perform a contract with
you (“Contract”)
The processing is necessary to comply with a legal obligation (“Legal Obligation”)
The processing is necessary for the purposes of legitimate interests pursued by us
or third party, and these are not overridden by your interests or fundamental rights
(“Legitimate Interest”)

e The processing is on the basis of your consent (“Consent”)

The table below sets out the purposes for which we process your personal data and the
relevant lawful basis on which we rely for that processing.

Please note that where we have indicated that our use of your personal data is necessary
for us to comply with legal obligations or for us to take steps, at your request, to enter into
an arrangement with you (or perform it), and you choose not to provide the relevant
personal data, we may not be able to enter into or continue our arrangement with you.
Practically, this may mean that you are not able to access certain areas of our Website or
receive certain services.

Purpose of Consent Contract Legal Legitimate
Processing Obligation Interest
Using your v

Contact

Information to




respond to your
enquiries and/or

(itisin our
mutual interest

complaints to respond)
Using your v v

Contact

Information to (where we are (it is in our
send you required to mutual interest
information provide any that you be
relevant to any information updated with
services your under contract) pertinent

receive from us

information)

Using your
Contact
Information to
send you direct
marketing as set
out in the section

v

(where consent is
legally required)

v

(itisin our
mutual interest
to ensure that
you are updated

‘'HOW DO WE of

COMMUNICATE products/services

WITH YOU' that may be of

(below) interest)

Using Website v

Information to

ensure the (we need to

operation and ensure that the

performance of Website

the Website functions

(please also see correctly)

the ‘COOKIES’

section below)

Using Website v

Information to

improve the (itisin our

functionality of mutual interest

the Website to improve the
Website)

Using your v v

Consumer

Services (where such (itisinour

information to

processing is
necessary for us

mutual interest




provide you with
the consumer
services
product(s) that
you have
enquired about
or purchased.

to provide the
product/service)

to provide our
services to you)

Using Contact
Information,
Website
Information
and/or Consumer
Services
Information to
enable you to
create accounts
and log-in or
otherwise gain
access to
consumer
services products
through the
Website

v

(where we are
required to
provide such
access under
contract)

v

(itisin our
mutual interest
to provide you
with a private
log-in in order to
access services)

Using any
relevant personal
data to establish
and enforce our
legal rights or to
comply with a
court order, law
enforcement
requirement (or
other legally
mandated
request) or legal
obligation

Using any
relevant personal
data for our
general record
keeping and
Website user
management

v

(where we are
required to
maintain such
records under
contract)

v

(we may need to
store Website
user data so that
we can refer back
to it)




Using any v v

relevant personal

data in relation (we have

to the managing legitimate

the proposed or interest in being

actual sale, able to sell or

restructuring or restructure our

merging of any or business and

all part(s) of our maintain

business continuity for us
or a buyer)

Where our processing of your personal data is based on your consent, you have the right to
withdraw your consent at any time. If you do decide to withdraw your consent, we will stop
processing your personal data for that purpose unless there is another lawful basis that
also applies and which we are relying on - in which case, we will let you know.

Please note that in order to provide certain consumer services products (in particular,
those related to your credit rating), your credit reference information will be processing in
accordance with the following fair processing notices (such processing is not covered by
this notice):

e CRAIN - www.equifax.co.uk/crain
e EIN - www.equifax.co.uk/ein

Equifax is also a Fraud Prevention Agency ("FPA") and member of Cifas, a not-for-profit
fraud prevention service. This means we collect, maintain and share data on known and
suspected fraudulent activity. Where Equifax identifies potential fraud, it may share that
information with Cifas so that other Cifas members can access it. This enables them to
perform additional checks when (for example) a credit application is made in your name. If
fraud is detected, you could be refused certain services, finance or employment.

Please refer to the Cifas privacy notice at https://www.cifas.org.uk/fpn for more details.

We may also convert your personal data into statistical or aggregated form to better
protect your privacy, or so that you are not identified or identifiable (thereby creating
anonymized data). Anonymized data is not personal data and we may use such data to
conduct research and analysis, including to produce statistical research and reports. For
example, to help us understand and improve the use of our Website.

Special Category Data


http://www.equifax.co.uk/crain
http://www.equifax.co.uk/ein
https://www.cifas.org.uk/fpn

As noted in the section titled 'WHAT TYPES OF PERSONAL DATA DO WE PROCESS AND
WHERE DO WE GET IT?, we also process information in relation to physical and mental
health to the extent that you have a disability or vulnerability, which you (or someone
acting on your behalf) has made us aware of. Such processing is only ever with your
consent and is for the purposes of ensuring that we can communicate with you in an
appropriate format or otherwise amend our services so that they can be received by you.

4. WHO DO WE SHARE YOUR PERSONAL DATA WITH AND WHY?

Equifax may share your information with the following entities:

Affiliates and Third Parties: Equifax may share your information with its
affiliates—companies that control, are controlled by, or under common control with
Equifax —as well as selected third parties with whom Equifax works.

These recipients within and outside our group, may be processing your personal data on
our behalf as a Service Provider (see below) or they may be processing it for their own
purposes as a controller in their own right.

We have summarised below the categories of recipients with whom we are likely to share
your personal data.

Service Providers: Equifax may share your personal data with entities that provide
services to it, such as vendors and suppliers that provide Equifax with technology, services,
and/or content for the operation and maintenance of the Website. Access to your personal
data by these service providers is limited to the information reasonably necessary for the
Service Provider to perform its limited function. Equifax takes steps to help ensure that
Service Providers keep your personal data confidential and comply with Equifax’s privacy
and security requirements.

Disclosure for Legal Reasons or as necessary to protect Equifax: Equifax may release
personal data to other parties: (1) to comply with valid legal requirements such as laws,
regulations, search warrants or court orders; (2) in special cases, such as a physical threat
to you or others, a threat to public security, or a threat to Equifax’s system or network; or
(3) cases in which Equifax believes it is reasonably necessary to investigate or prevent
suspected or actual harm, abuse, fraud, or illegal conduct.

Changes in Equifax’s corporate structure: If all or any part of Equifax is sold, merged or
otherwise transferred to another entity (including a transfer of Equifax’s assets), the
personal data you have provided to Equifax may be transferred as part of that transaction.

5. WHERE IN THE WORLD IS YOUR PERSONAL DATA PROCESSED?

Equifax is a UK based company and the majority of our processing of your personal data
takes place within the UK. However, Equifax is part of a global group of companies and it
may transfer your personal data to other group members outside of the UK and/or the



European Economic Area. In addition, some of our Service Providers (please see above)
may have processing operations in other jurisdictions.

Please be aware that the data protection laws in some jurisdictions may not provide the
same level of protection to your personal data as is provided to it under UK laws.

Non-UK Users: The Website is intended for users within the United Kingdom. If you use
this Website from outside the United Kingdom, please be aware that information you
provide to Equifax or that Equifax obtains as a result of your use of this Website may be
processed and transferred to the United Kingdom and be subject to the laws of the United
Kingdom.

6. HOW DO WE COMMUNICATE WITH YOU?

We will use your personal data in order to communicate relevant information in relation to
your use of the Website, to respond to any queries or complaints you may have and to
provide updates in relation to the consumer services and products you receive from us.

In addition, we would like to keep you up to date with other products and services that we
provide and which may be of interest to you.

Where you have enquired about or purchased consumer services products from us, you
will have been given the option to opt out of receiving our newsletter and other marketing
communications from us, in relation to similar products and services that we provide.
Where you do not choose to opt out, we will send such communications to you via email.

You can opt-out of receiving these marketing communications at any time by either
contacting us (please see the section 'HOW CAN YOU CONTACT US?, above) or following
the instructions within the relevant communications.

We also use targeting cookies and third party cookies on our Website, which track your
browsing habits and tailor advertising to you. Please see the ‘COOKIES’ section below,
which explains our use of cookies and how you can amend your cookies preferences.

7. HOW DO WE SAFEGUARD YOUR PERSONAL INFORMATION

Equifax are committed to protecting the security of your personal data and implement
appropriate technical and organisational measures taking into account the nature, scope,
context and purposes of processing as well as the risk of varying likelihood and severity for
the rights and freedoms of you, as an individual.

8. HOW LONG DO WE KEEP YOUR PERSONAL DATA?

We will only retain your personal data for a limited period of time and for no longer than is
necessary for the purposes for which we are processing it.



For example, we will typically retain personal data in relation to consumer services
customers, for so long as they receive those services and for a period of up to 6 years
following cancellation of the services.

In some cases, it may be necessary for us to retain your personal data for different periods.
The factors that direct how long we will retain personal data include the following:

any laws or regulations that we are required to follow;

whether we are in a legal or other type of dispute with each other or any third party
the type of information held about you; and

whether we are asked by you or a regulatory authority to keep your personal data
for a valid reason.

For more information regarding our retention periods, please contact us.

9. COOKIES
What is a Cookie?

Cookies are text files containing small amounts of information which are downloaded to
your device when you visit a website. A device can refer to a computer, smartphone, tablet
or any other device from which you gain internet access. Cookies are then sent back to the
originating website on each subsequent visit, or to another website that recognises that
cookie. Cookies are useful because they allow a website to recognise a user’s device.

You can find more information about cookies at:
http://www.allaboutcookies.org and http://www.youronlinechoices.eu
For a video about cookies visit:
https://www.youtube.com/watch?v=TBR-xtJVq7E

Cookies do lots of different jobs, like letting you navigate between pages efficiently,
remembering your preferences, and generally improve the user experience. They can also
help to ensure that adverts you see online are more relevant to you and your interests.

Do we use similar technologies?

Yes. We use other similar technologies such as web beacons (also called pixel tags or clear
gifs). Though for the purposes of this policy, we use the term ‘cookies’ to refer to both
technical cookies and similar technologies.

Who can drop cookies on my device?

First-party cookies:


http://www.allaboutcookies.org/
http://www.youronlinechoices.eu/
https://www.youtube.com/watch?v=TBR-xtJVq7E

First-party cookies are placed on your device by Equifax. We use first-party cookies to, for
example, enable that the Website functions correctly and to better understand your use of
the Website.

Third-party cookies:

Third-party cookies are placed on your device by our selected partners and service
providers. Equifax uses third-party cookies to, for example, measure user numbers on the
Website, and to provide you with relevant advertising.

What type of cookies do we use and why?

When you visit the Website, essential cookies will be set on your device. Other cookie types
(as listed below) will also be set on your device if you choose to accept them.

Cookie Type What does it do?

Essential These cookies are essential in order to enable you to
move around the Website and use its features, such as
accessing secure areas of the Website. Without these
cookies certain services cannot be provided.

Functional These cookies allow the Website to remember choices
you make (such as your user name, language or the
region you are in) and provide enhanced, more personal
features. The information these cookies collect may be
anonymised and they cannot track your browsing
activity on other websites.

Performance and analytics These cookies are used for analytics purposes including
to help us understand how the Website is being used,
for instance which pages visitors go to most often, and if
they get error messages from web pages. All
information these cookies collect is aggregated and not
used to identify individuals. Their purpose is to help us
improve the Website for our users.

Advertising and targeting These cookies are used to make marketing messages
more relevant to you and deliver advertising to you on
third party platforms. They perform functions like:

e Preventing the same advertisement from
continuously reappearing;
e Ensuring that advertisements are properly




displayed;

e Selecting advertisements that are based on your
interests; and

e Measuring the number of advertisements
displayed and their performance, such as how
many times you clicked on a given advertisement.

These are usually third-party cookies (see further details
below)

How to manage cookies

Both essential and functional cookies will be set automatically when you visit the Website.
Performance and analytics cookies and advertising and targeting cookies will be deployed
only following your acceptance via the cookies banner.

Our cookies banner provides users with the option to reject all but the essential cookies.

Also, whether the cookies are deployed automatically or following your consent, you can
choose to reject or block the use of cookies at any time by changing your browser settings.

You can find out how to do this for your particular browser by clicking ‘help’ on your
browser's menu, or by visiting: www.allaboutcookies.org .

Please be aware that if you use different devices to view and access the Website (e.g. your
computer and smartphone), you will need to ensure that each browser on each device is
adjusted to suit your cookie preferences.

The cookies we use

The following is a list of the cookies we currently use on the Website:

Cookie type Cookie name Cookie information
Essential and Bootstrap Stores necessary cookies to remember user
Functional preferences, which subsequently allows/blocks

other cookies from being deployed.

To find out more , go to
https://www.ensighten.com/privacy-policy/

Performance Adobe Analytics Utilised to give us insights into how our users



http://www.allaboutcookies.org/

and analytics

interact with the Website. The information
collected is anonymous and statistical in nature,
including the number of visitors to the Website,
how they find the site, the pages they visit, and
whether they visit the website more than once.

To find out more, go to
http://www.adobe.com/privacy/marketing-clo
ud.html

Performance
and analytics

Adobe Target

Provides on-site personalisation services, which
allow us to test new content and make our
Website more relevant to you enabling a better
user experience, and a consistent experience
across multiple visits.

To learn more visit
https://experienceleague.adobe.com/docs/cor
e-services/interface/administration/ec-cookies
/cookies-target.html?lang=en

Performance
and analytics

Google Analytics

Utilised to give us insights into how our users
interact with the Website. The information
collected is anonymous and statistical in nature,
including the number of visitors to the Website,
how they find the site, the pages they visit, and
whether they visit the website more than once.

More information can be found at:
https://developers.google.com/analytics/devg
uides/collection/analyticsjs/cookie-usage

Performance
and analytics

SessionCam

Used to give us detained information about how
users interact with our Website. We use this
information to improve our Website experience
and remember users across multiple page views
and visits.

More information can be found at:
https://www.glassbox.com/sessioncam-privacy
-policy/




Advertising and
targeting

Display
impression
Quantcast click
tracker

MIQ click
tracker
Influent Media
click tracker
Amazon
Impression
tracker
RightMove Click
Tracker

Zoopla Click
Tracker

Site Direct
Organic Search
Organic Social

Nielsen Attribution may use pixels or tags, and
store proprietary cookies or other tracking
technologies, to anonymously identify users
across multiple site visits and measure the
effectiveness of advertising campaigns.
Therefore, Nielsen's cookie data may include
browsers and device identification coming from
third party websites to equifax.co.uk.

Paid Search
Nano Click
Tracker
Exelate Partner
Sync pixel
Advertising and Equifax: Our partner and service provider, MiQ deploys
targeting Capture these cookies to collect, use, and disclose
confirmation information about how users interact with our
Equifax: Website, third parties, and other digital
Incomplete properties. Some cookies exist only during a
Bookings single session and some are persistent over
Equifax: Email multiple sessions over time. We use these

Exclusion Pixel
Equifax: Allsite
Capture Page
Equifax:
Homepage Page
Equifax:
Confirmation
Page

Equifax: Landing
Page

technologies to remember user preferences,
maximize the performance of our Website,
provide you with offers that may be of interest to
you, measure the effectiveness of advertising
campaigns and to personalize online content.

These cookies may also be used to track users
across multiple visits for attribution and
retargeting purposes.




Further information can be found here:
https://www.wearemiqg.com/privacy-and-comp
liance/privacy-policy/

Advertising and
targeting

- ‘Search Ads 360
(trans - equifO -
cfv -
1619206162289
502214)

- ‘Bing Ads’ (Score
Sales_v2)

These cookies are used to measure ad and
campaign performance and conversion rates for
Google and Bing ads.

Advertising and
targeting

Amazon Ads

We permit the use of these Amazon cookies and
the data collected by them is owned by Amazon,
to be used for targeting within Amazon
Advertising (Amazon DSP) platform. Their usage is
bound by Advertising Policies related to Amazon’s
Remarketing and conversion pixel requirements.

You can also find Amazon’s cookie guidance here:
https://www.amazon.co.uk/gp/help/customer/
display.htmI?ie=UTF8&nodeld=201890250&ref_
=a20m_us_fnav_l_cook_gb

Advertising and
targeting

Quantcast -
Default Pixel, CNV
Reg Confirmation,
and Email
Exclusion

Our partner Quantcast uses these cookies to
measure advertising performance, and remember
users across multiple visits for attribution and
retargeting purposes.

Further information can be found here:
https://www.quantcast.com/privacy/

Links to Third Party Websites: Both this Privacy Policy and the Website include links to
third party websites that might be of interest to you. Equifax is not responsible for the
security or privacy practices of other websites that you use through these links. You should
exercise caution when using such websites, and you should read their privacy policies in
order to better understand what information they collect about you and how they use it.

10. WHAT ARE YOUR RIGHTS IN RELATION TO YOUR PERSONAL DATA?

Data protection law provides you with a number of rights in relation to your personal data
(which are summarized below). You can exercise these rights by contacting - please see the
section 'HOW CAN YOU CONTACT US’ above.




Subject to the requirements of applicable laws and certain limitations or exemption, you
have the right to:

e access your personal data and be provided with certain information in relation to it,
such as the purpose for which it is processed;
require us to correct any inaccuracies in your personal data without undue delay;
require us to erase your personal data (please be aware that the right of erasure
under data protection law is not an absolute right as it only applies in relation to one
or more specific circumstances);
require us to restrict the processing of your personal data;
receive the personal data which you have provided to us in a machine readable
format, where we are processing it on the basis consent or to comply with a
contract with you (please see the above tables) and such processing is automated;
and

e object to a decision that we make which is based solely on automated processing of
your personal data.

Access to your credit report and corrections

In addition to the rights listed above, you also have the right to obtain your statutory credit
report free of charge. This report contains all the personal data we hold about you that is
relevant to your financial standing. Click here if you wish to find out how to exercise this
right:

https://www.equifax.co.uk/Products/credit/statutory-report.html

Should you wish to request access to all of the personal data we hold about you (not just
your credit report) you have the right to do so (as noted above). Click here if you wish to
find out how to exercise this right:

We want to make sure that your personal information is accurate and up to date. However,
please be aware that as a credit reference agency, much of the information we hold about
you is received from lenders and banks. We are not able to automatically amend this
information upon request. We must instead follow a set process of informing the relevant
lender and seeking their clarity as to the validity of the data. While this process is
undertaken, we will make a note on your file that a rectification request has been made.
For more details on your rights please review the Equifax Information Notice at
www.equifax.co.uk/ein

You also have the right to lodge a complaint with the Information Commissioner’s Office
(ICO), which is the UK data protection regulator. More information can be found on the ICO
website at https://ico.org.uk/

11. CHANGES TO THIS PRIVACY POLICY


https://www.equifax.co.uk/Products/credit/statutory-report.html
https://help.equifax.co.uk/EquifaxOnlineHelp
http://www.equifax.co.uk/ein
https://ico.org.uk/

Equifax may change this online privacy policy in the future. If we make changes to this
online privacy policy, it will post the revised privacy policy and its effective date on this
Website.



